
MTC GROUP LLC  ·  RSP ASSESSMENT REPORT  ·  HEALTHDATA DUECARE

SECTION I  ·  RSP ASSESSOR'S REPORT

RSP Program Established Report
HIPAA compliance program  ·  CareSync Patient Engagement Platform (HIPAA NIST Demo)  ·  
Business associate

Contents: Section I, the RSP Assessor's report. Section II, management's attestation. Appendix A, the check-by-
check review record.

Prepared for CareSync Patient Engagement Platform (HIPAA NIST Demo)
Entity type Business associate under HIPAA
Program period Oct 12, 2025 to Oct 11, 2026
Management's attestation Marcus Ellery, Security and Privacy Official, Oct 11, 2026 (Section II)
Readiness at filing 100% of HIPAA Program Path checks met and substantiated
RSP Assessor Morgan Ellis, CISA, CISSP (Demo Assessor), CISA, CISSP, RSP 

Assessor, MTC Group LLC
Issued Oct 12, 2026
Assessment RSP Program Established (in place as of the report date)
Interview Oct 12, 2026, 5:54 AM ET, 60 minutes, with Marcus Ellery (Security 

and Privacy Official), Priya Nadella (Executive Sponsor)
Recognized Security Practices Records in 12 of the 12 months preceding this assessment
Next assessment due Oct 12, 2027

OPINION

Gaps identified

1. Executive summary

CareSync Patient Engagement Platform (HIPAA NIST Demo) attested that its HIPAA compliance program 
was in place from Oct 12, 2025 to Oct 11, 2026 and asked for an independent RSP Assessment of it. 
This report records that review: what was examined, how, what was found, and the RSP Assessor's 
opinion.

This is an RSP Program Established Report: the program was examined as filed, at a point in time. It 
states that the practices were in place on the filing date, not that they operated over a period.

Measure Result

Program Path steps filed 12

Checks on the filed path 151

Checks tested and verified 150

Checks that produced a finding 1

Checks not tested in this review 0

Findings recorded (critical / high / medium / low) 1 (0 / 0 / 1 / 0)

Findings open when this report was issued 1
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Measure Result

Readiness at filing 100%

2. Opinion

Gaps identified

I reviewed CareSync Patient Engagement Platform (HIPAA NIST Demo)'s HIPAA compliance program as 
attested for Oct 12, 2025 to Oct 11, 2026. The review read the Program Path as filed, sampled the 
policies, training records, configuration answers and evidence behind the checks, and recorded a result 
for each check tested.

Based on that work, I identified the gaps listed as findings below. Each is assigned to the step where it is 
remediated; the program is otherwise in place as filed.

3. Management's attestation

This review was made on the program management filed and attested. Marcus Ellery, Security and 
Privacy Official signed management's attestation by typed name on Oct 11, 2026, when the program was 
filed for the period Oct 12, 2025 to Oct 11, 2026. It is reproduced in full as Section II of this document, 
which accompanies this report. Management is responsible for the program and for the assertions in its 
attestation; the RSP Assessor's responsibility is the opinion in section 2, formed on the program that 
attestation describes.

4. Scope and approach

The review covered the HIPAA program as filed on the Program Path: a snapshot of every step, check, 
answer, policy, training record, configuration record and evidence reference, locked at the moment of 
filing so the program could not change under review. SOC 2 and ISO/IEC 27001 are outside this review; 
they are examined by a licensed CPA firm and an accredited certification body.

Every standard is held to the same four elements, and a check is met only when each element that 
applies is substantiated, never on a single yes:

•  Policy: the standard is addressed in an approved, active written policy or procedure.

•  Training: the workforce has been trained where the standard depends on people knowing what to do.

•  Configuration: systems are configured as the policy requires, shown by screenshots or exports.

•  Evidence: records prove the control operates (logs, registers, exercises, signed agreements, 
completions).

For each check the RSP Assessor recorded one result:

•  Verified: the RSP Assessor examined the records behind the check and they support it. The note says 
what was sampled.

•  Finding: the records do not support the check, or a gap was identified. Each finding is described in 
section 6.

•  Not tested: the check was not sampled in this review. It is not an adverse result, and it carries no 
assurance.
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The program on file included these records at filing:

Register or inventory Entries at filing

Workforce Roster 9

ePHI System and Asset Inventory 5

User Access Roster 30

Workforce Training Log 16

Security Incident Log 1

Information System Activity Review Log 13

Backup Job Log 0

5. Standards, objective and criteria

MTC Group performed this assessment with reference to ISACA's IT Audit Framework (ITAF). It is not an 
audit or examination under AICPA or PCAOB standards and is not a certification of HIPAA compliance, 
which only the U.S. Department of Health and Human Services Office for Civil Rights determines.

Objective: Whether the recognized security practices in the filed program were designed and in place as 
of the filing date.

The opinion is on the design and implementation of the practices as of the filing date. It does not cover 
the 12 months before that date, which an RSP Actively Managed Report assesses.

The criteria:

•  HIPAA Security Rule, 45 C.F.R. Part 164, Subpart C, as each requirement is cited in the filed program

•  NIST Special Publication 800-66 Revision 2, Implementing the HIPAA Security Rule: A Cybersecurity 
Resource Guide (February 2024)

•  Recognized security practices as described in section 13412 of the HITECH Act (42 U.S.C. 17941, 
added by Public Law 116-321)

Fieldwork ran from Oct 11, 2026 to Oct 12, 2026.

6. Planning, reliance and irregularities

The engagement was planned before testing and the plan recorded on Oct 11, 2026. Its key risks: A 
business associate whose ePHI lives in its cloud hosting account and support desk. The risk register 
rates unreviewed activity logs and access to the production database highest; the prior report found no 
gaps, so testing goes deeper on logging and access. Testing went deeper on A6 Information system 
activity review (log and report review) performed on a defined cadence; C6 Periodic access review 
performed on active accounts, not only at onboarding. There were no departures from the standard 
program.

The assessment relied on this work of other parties, after vetting each provider's qualifications and 
independence:

•  External penetration test, July 2026 by Example Security Testing LLC, Jul 15, 2026: relied on in part. 
Supports encryption in transit for the portal and VPN; with the added testing, G9 is supported. Added 
testing: Inspected the support desk's TLS configuration export and its encryption settings myself.
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1 indication of an irregularity came to the RSP Assessor's attention during the assessment; each was 
communicated to the organization at the appropriate level. The details are held in MTC Group's restricted 
record.

7. Management's representation

In connection with the RSP Program Established assessment of CareSync Patient Engagement Platform 
(HIPAA NIST Demo)'s HIPAA security program as filed on Oct 11, 2026, management represents that:

1. The filed program and the records in HealthData DueCare are the organization's own account of the 
practices it has in place, and they are complete and accurate.

2. Every record and person the RSP Assessor asked for has been provided, or the organization has said the 
record does not exist, and every prior assessment or audit of these practices has been disclosed.

3. No record was created, backdated or changed to answer the assessment, except where the platform shows 
it as entered late or after the assessment started.

4. Management knows of no security incident, breach, departure from these practices, fraud or other 
irregularity, or allegation of one, that is not recorded in the platform or disclosed to the RSP Assessor.

5. Management is responsible for the program, for the practices it describes, for the controls that prevent and 
detect fraud, and for complying with HIPAA.

6. No event since the end of the assessment's scope bears on these representations or on the report, other 
than those disclosed to the RSP Assessor, and management will disclose any that arises before the report is 
issued.

Signed by typed name: Marcus Ellery, Security and Privacy Official (Site Admin), Oct 12, 2026.

8. Independence

Morgan Ellis, CISA, CISSP (Demo Assessor), the RSP Assessor, held no program (fCISO) or advisory 
engagement with CareSync Patient Engagement Platform (HIPAA NIST Demo) in the 24 months before 
this report, as recorded in the platform's assignment history.

9. Results by Program Path step

Step Met as filed Verified Finding Not tested

1. Set up your organization 5/5 5 0 0

2. Load your workforce 3/3 3 0 0

3. Load your systems and assets 2/2 2 0 0

4. Assess your vendors 2/2 2 0 0

5. Map access to your systems 1/1 1 0 0

6. Assign roles and responsibilities 1/1 1 0 0

7. Adopt your policies and procedures 7/7 7 0 0

8. Analyze and treat your risks 6/6 6 0 0

9. Train the workforce 9/9 9 0 0
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Step Met as filed Verified Finding Not tested

10. Put the agreements in place 12/12 12 0 0

11. Implement and evidence the safeguards 54/54 53 1 0

12. Operate the program 49/49 49 0 0

10. Findings (1)

Each finding is shown as it stood when this report was issued. Its current state is tracked on the 
organization's Program Path, on the step it belongs to.

Finding 1  ·  Medium  ·  Open at issuance
Step: Implement and evidence the safeguards  ·  Check: G9 Encryption of ePHI in transit, or documented 
compensating rationale  ·  45 C.F.R. 164.312(e)(2)(ii)
Condition
The support desk's mail relay accepts TLS 1.0 and falls back to plain text; the filed encryption-in-transit 
evidence covers only the portal and VPN.

Root cause
The support desk was added after the last configuration review and was never put through it.

Effect
Messages the support desk sends to covered entities can travel unencrypted.

Recommendation
Enforce TLS 1.2 or later on the relay, disable plain-text fallback, and add the support desk to the 
configuration review.

Management's response
Management agrees. TLS 1.2 is now enforced on the relay with plain-text fallback disabled, and the 
support desk is in the configuration review. Target date: Nov 15, 2026. (Marcus Ellery, Site Admin)

11. Basis and limitations

This report states the RSP Assessor's professional opinion on the program as attested and sampled 
during the review. It is not a certification, accreditation or guarantee of HIPAA compliance, and no such 
certification exists. The U.S. Department of Health and Human Services Office for Civil Rights determines 
compliance. This review is one of the organization's own evaluation records under 45 C.F.R. 164.308(a)
(8) and part of its recognized security practices.

The review relied on the records the organization filed. It examined the design and implementation of the 
practices as of the filing date and did not test their operation over time; checks marked not tested carry 
no assurance. Conditions can change after the date assessed.
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12. Use of this report

This report is for the organization's management and for those to whom the organization provides it to 
demonstrate its security practices, including the U.S. Department of Health and Human Services Office 
for Civil Rights, its insurers, its auditors and its business partners, each of whom receives it subject to 
MTC Group's RSP Assessment Engagement Letter. No one other than the organization may rely on it. 
Provide it only complete and unaltered; its content hash confirms that.

13. Document integrity

SHA-256: 9d3cefe6b21f8e259381e4389b5e3d406350ca23690a805e96c4a4b931e67032

The hash covers the recorded opinion, narrative, scope counts and findings of this report. The same 
value is shown on the organization's Trust Hub and its HealthData DueCare record; a copy whose 
recorded content produces a different hash has been altered. The step results and the check-by-check 
record are drawn from the locked filing and the review record.

Issued electronically by

Morgan Ellis, CISA, CISSP (Demo Assessor)
CISA, CISSP  ·  RSP Assessor, MTC Group LLC  ·  Oct 12, 2026
Quality review: Rick Moore, MTC Group LLC, approved Oct 12, 2026
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SECTION II  ·  MANAGEMENT'S ATTESTATION

CareSync Patient Engagement Platform (HIPAA NIST 
Demo)
Management's attestation on the HIPAA compliance program

To MTC Group LLC, the RSP Assessor, and the users of the 
accompanying RSP Assessment Report

Program period Oct 12, 2025 to Oct 11, 2026
Accompanies RSP Program Established Report, issued Oct 12, 2026 by Morgan Ellis, 

CISA, CISSP (Demo Assessor) (Section I)
Report SHA-256 9d3cefe6b21f8e259381e4389b5e3d406350ca23690a805e96c4a4b931

e67032

Management of the organization is responsible for designing, implementing and maintaining its HIPAA 
compliance program, and for the Program Path filed on HealthData DueCare that describes it (the filed 
program). The filed program is held to the standards of the HIPAA Security Rule carried out to NIST SP 800-66 
Rev. 2. Management may engage MTC Group LLC to have an independent RSP Assessor assess the filed 
program and state an opinion on it in an RSP report, which this attestation then accompanies.

Management asserts that, for the period stated:

1. The filed program fairly presents the HIPAA compliance program in place at the organization: its 
policies and procedures, workforce training, system configurations, and the records that evidence them.

2. The policies and procedures in the filed program were approved by management and were in effect.

3. The safeguards described in the filed program were designed and implemented to meet the HIPAA 
standards that apply to the organization, and each standard recorded as not applicable carries the 
reason it does not apply.

4. The answers, records and evidence in the filed program are true and complete to the best of 
management's knowledge.

5. Management will give the RSP Assessor access to every record and person the assessment requires, 
and has disclosed, and will disclose until the RSP Assessment Report is issued, any security incident, 
breach of unsecured protected health information, known deviation from these policies and procedures, 
or other event that bears on these assertions.

6. Management is responsible for remediating the findings the assessment identifies.

Management understands that the RSP Assessment Report states a professional opinion and is not a 
certification of HIPAA compliance, which only the U.S. Department of Health and Human Services Office for 
Civil Rights determines.

I am authorized to make this attestation on the organization's behalf.

Signed electronically, by typed name, when the program was filed

Marcus Ellery
Security and Privacy Official
CareSync Patient Engagement Platform (HIPAA NIST Demo)  ·  Oct 11, 2026

This attestation is management's own statement, signed before the review began and reproduced here as signed. 
The RSP Assessor's opinion on the program it describes is in Section I.
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Appendix A. Check-by-check review record
Every HIPAA check on the filed path (151), with how it stood when filed, its four elements (Yes: substantiated; Open: 
not substantiated; n/a: does not apply), and the RSP Assessor's result with a note of what was sampled.

Step 1. Set up your organization
45 C.F.R. 160.103; 164.302; 164.308(a)(1)(ii)(A) (scope)  ·  5 of 5 met as filed

Check As filed Pol. Trn. Cfg. Evd. Review result

Regulatory status answered Met and 
substantiated

Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

Where ePHI lives answered Met and 
substantiated

Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

Who and where answered Met and 
substantiated

Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

What you build and rely on answered Met and 
substantiated

Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

Identity and program answered Met and 
substantiated

Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

Step 2. Load your workforce
45 C.F.R. 164.308(a)(3), (a)(4) (workforce security and access management)  ·  3 of 3 met as filed

Check As filed Pol. Trn. Cfg. Evd. Review result

At least one workforce member is loaded Met and 
substantiated

Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

Every person in scope has a hire date, a position 
and a supervisor (the org chart)

Met and 
substantiated

Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

Everyone who owes onboarding is onboarded: 
background check, performance review, training and 
policy acknowledgment

Met and 
substantiated

Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

Step 3. Load your systems and assets
45 C.F.R. 164.308(a)(1)(ii)(A) (scope), 164.310(d) (device and media)  ·  2 of 2 met as filed
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Check As filed Pol. Trn. Cfg. Evd. Review result

At least one system that holds ePHI is in the 
inventory

Met and 
substantiated

Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

Every in-scope system that holds ePHI has an 
owner and was reviewed in the last 12 months

Met and 
substantiated

Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

Step 4. Assess your vendors
45 C.F.R. 164.308(a)(1)(ii)(A) (risk analysis covers vendor systems), 164.308(b) (business associate assurances)  ·  2 of 2 
met as filed

Check As filed Pol. Trn. Cfg. Evd. Review result

At least one vendor is listed Met and 
substantiated

Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

Every vendor has been risk-scored Met and 
substantiated

Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

Step 5. Map access to your systems
45 C.F.R. 164.308(a)(4) (access management), 164.308(a)(3)(ii)(B) (access is appropriate)  ·  1 of 1 met as filed

Check As filed Pol. Trn. Cfg. Evd. Review result

At least one person is connected to a system they 
access

Met and 
substantiated

Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

Step 6. Assign roles and responsibilities
45 C.F.R. 164.308(a)(2); 164.530(a)  ·  1 of 1 met as filed

Check As filed Pol. Trn. Cfg. Evd. Review result

A Security Official is designated Met and 
substantiated

Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

Step 7. Adopt your policies and procedures
45 C.F.R. 164.316(a)-(b); 164.530(i)  ·  7 of 7 met as filed
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Check As filed Pol. Trn. Cfg. Evd. Review result

The policy set has been set up from the library Met and 
substantiated

Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

J1  All required policies and procedures reduced to 
writing
45 C.F.R. 164.316(a)

Met and 
substantiated

Yes n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

Every policy has been sent for approval Met and 
substantiated

Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

A4  Sanction policy written and on file
45 C.F.R. 164.308(a)(1)(ii)(C)

Met and 
substantiated

Yes Yes n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

Every policy in the library for your entity type is 
approved and active

Met and 
substantiated

Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

J4  Documentation periodically reviewed and 
updated for environmental or operational changes
45 C.F.R. 164.316(b)(2)(iii)

Met and 
substantiated

Yes n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

A4-N1  Sanction policy is tiered, proportional to the 
harm, and communicated to the workforce before it 
is applied
45 C.F.R. 164.308(a)(1)(ii)(C)

Met and 
substantiated

Yes Yes n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

Step 8. Analyze and treat your risks
45 C.F.R. 164.308(a)(1)(ii)(A) (risk analysis), 164.308(a)(1)(ii)(B) (risk management)  ·  6 of 6 met as filed

Check As filed Pol. Trn. Cfg. Evd. Review result

At least one risk is in the register Met and 
substantiated

Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

Every open risk has an inherent likelihood and 
impact

Met and 
substantiated

Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

Every open risk has a treatment decision Met and 
substantiated

Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

Every risk treated as mitigate is linked to at least 
one control

Met and 
substantiated

Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

Every open risk is approved Met and 
substantiated

Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

A risk assessment has been completed in the last 
12 months

Met and 
substantiated

Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.
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Step 9. Train the workforce
45 C.F.R. 164.308(a)(5); 164.530(b)  ·  9 of 9 met as filed

Check As filed Pol. Trn. Cfg. Evd. Review result

B4  Security awareness training delivered to 100% 
of workforce with ePHI access
45 C.F.R. 164.308(a)(5)(i)

Met and 
substantiated

Yes Yes n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

B5  Training refreshed on at least an annual cycle
45 C.F.R. 164.308(a)(5)(i)

Met and 
substantiated

Yes Yes n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

B6  Periodic security reminders issued to workforce
45 C.F.R. 164.308(a)(5)(ii)(A)

Met and 
substantiated

Yes Yes n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

B7  Malicious-software protection procedure and 
workforce guidance
45 C.F.R. 164.308(a)(5)(ii)(B)

Met and 
substantiated

Yes Yes Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

B8  Log-in monitoring and anomaly-reporting 
procedure
45 C.F.R. 164.308(a)(5)(ii)(C)

Met and 
substantiated

Yes Yes Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

B9  Password management procedure (creation, 
change, safeguarding)
45 C.F.R. 164.308(a)(5)(ii)(D)

Met and 
substantiated

Yes Yes Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

B4-N1  A training needs assessment identifies what 
each role must learn
45 C.F.R. 164.308(a)(5)(i)

Met and 
substantiated

Yes Yes n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

B4-N2  An approved training strategy and plan sets 
audiences, topics, cadence and delivery, including 
contractors and business associates
45 C.F.R. 164.308(a)(5)(i)

Met and 
substantiated

Yes Yes n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

B5-N1  Training effectiveness is measured and the 
plan is updated from the results
45 C.F.R. 164.308(a)(5)(i)

Met and 
substantiated

Yes Yes n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

Step 10. Put the agreements in place
45 C.F.R. 164.308(b); 164.502(e); 164.504(e)  ·  12 of 12 met as filed

Check As filed Pol. Trn. Cfg. Evd. Review result

Every vendor that touches PHI is listed Met and 
substantiated

Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

H1  Signed BAA on file for every covered-entity 
relationship
45 C.F.R. 164.504(e)

Met and 
substantiated

Yes n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

H2  Signed BAA on file for every downstream 
subcontractor with PHI access
45 C.F.R. 164.308(b)(1); 164.502(e)(1)(ii)

Met and 
substantiated

Yes n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.
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Check As filed Pol. Trn. Cfg. Evd. Review result

H3  Subcontractor BAAs flow down the same 
restrictions the organization itself received
45 C.F.R. 164.504(e)(1)(ii)

Met and 
substantiated

Yes n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

H4  Vendor security due-diligence process 
performed before onboarding a subprocessor
supports 164.308(a)(1) scope

Met and 
substantiated

n/a n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

H5  Active subcontractor BAAs and their security 
posture reassessed on a periodic cycle
supports 164.308(a)(1) scope

Met and 
substantiated

n/a n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

I2  Permitted-use and disclosure limits in the BAA 
followed in operational practice, not only on paper
45 C.F.R. 164.504(e)(2)

Met and 
substantiated

Yes Yes n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

I3  Process to support the covered entity's 
obligations to individuals (access, amendment, 
accounting of disclosures) when the BA holds the 
records
45 C.F.R. 164.504(e)(2)(ii)

Met and 
substantiated

Yes Yes n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

I4  PHI returned or destroyed at contract 
termination, or the extension of protections 
documented if return or destruction is infeasible
45 C.F.R. 164.504(e)(2)(ii)(I)

Met and 
substantiated

Yes Yes n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

K1  Cybersecurity supply chain risk management 
extends beyond BAA-centric due diligence to 
supplier concentration risk, fourth-party (N-tier) 
visibility, and component/software provenance
45 C.F.R. 164.308(b); 164.314(a)

Met and 
substantiated

Yes n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

H4-N1  Security requirements are applied when 
acquiring information technology systems and 
services
45 C.F.R. 164.308(a)(1)

Met and 
substantiated

Yes n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

H5-N1  A named coordinator measures business 
associate performance and re-checks the business 
associate list for completeness
45 C.F.R. 164.308(b)(1)

Met and 
substantiated

Yes n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

Step 11. Implement and evidence the safeguards
45 C.F.R. 164.308(a)(3)-(4), (a)(7); 164.310; 164.312  ·  54 of 54 met as filed

Check As filed Pol. Trn. Cfg. Evd. Review result

B1  Authorization and/or supervision procedure for 
workforce with ePHI access
45 C.F.R. 164.308(a)(3)(ii)(A)

Met and 
substantiated

Yes n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

B2  Workforce clearance (background screening) 
procedure
45 C.F.R. 164.308(a)(3)(ii)(B)

Met and 
substantiated

Yes n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

B3  Termination procedure that revokes system 
access on the effective date
45 C.F.R. 164.308(a)(3)(ii)(C)

Met and 
substantiated

Yes n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.
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Check As filed Pol. Trn. Cfg. Evd. Review result

C1  Unique user ID assigned to every person 
accessing ePHI systems
45 C.F.R. 164.312(a)(2)(i)

Met and 
substantiated

Yes Yes Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

C2  Emergency access procedure documented and 
tested
45 C.F.R. 164.312(a)(2)(ii)

Met and 
substantiated

Yes n/a Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

C3  Health care clearinghouse functions isolated 
from larger organization systems (if applicable)
45 C.F.R. 164.308(a)(4)(ii)(A)

Met and 
substantiated

Yes n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

C4  Access authorization decisions documented per 
role, tied to job function
45 C.F.R. 164.308(a)(4)(ii)(B)

Met and 
substantiated

Yes n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

C5  Access establishment and modification 
procedure
45 C.F.R. 164.308(a)(4)(ii)(C)

Met and 
substantiated

Yes n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

C6  Periodic access review performed on active 
accounts, not only at onboarding
45 C.F.R. 164.308(a)(4)

Met and 
substantiated

Yes n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

C7  Automatic session logoff configured on 
workstations and applications
45 C.F.R. 164.312(a)(2)(iii)

Met and 
substantiated

Yes Yes Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

E1  Data backup plan
45 C.F.R. 164.308(a)(7)(ii)(A)

Met and 
substantiated

Yes n/a Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

E2  Disaster recovery plan
45 C.F.R. 164.308(a)(7)(ii)(B)

Met and 
substantiated

Yes n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

E3  Emergency mode operation plan
45 C.F.R. 164.308(a)(7)(ii)(C)

Met and 
substantiated

Yes n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

E4  Contingency plans tested in the past 12 months 
with documented results
45 C.F.R. 164.308(a)(7)(ii)(D)

Met and 
substantiated

Yes n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

E5  Applications and data criticality analysis
45 C.F.R. 164.308(a)(7)(ii)(E)

Met and 
substantiated

Yes n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

F5  Written workstation-use policy defining permitted 
functions and environment
45 C.F.R. 164.310(b)

Met and 
substantiated

Yes Yes n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

F6  Physical workstation security controls in place 
(siting, screen privacy, locking)
45 C.F.R. 164.310(c)

Met and 
substantiated

Yes Yes Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.
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Check As filed Pol. Trn. Cfg. Evd. Review result

F7  Device and media disposal procedure
45 C.F.R. 164.310(d)(2)(i)

Met and 
substantiated

Yes Yes n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

F8  Device and media re-use (sanitization) procedure
45 C.F.R. 164.310(d)(2)(ii)

Met and 
substantiated

Yes Yes Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

F9  Media movement accountability log
45 C.F.R. 164.310(d)(2)(iii)

Met and 
substantiated

Yes n/a Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

F10  Data backup and storage procedure prior to 
equipment relocation
45 C.F.R. 164.310(d)(2)(iv)

Met and 
substantiated

Yes n/a Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

G1  Unique user identification enforced at the 
system level
45 C.F.R. 164.312(a)(2)(i)

Met and 
substantiated

Yes Yes Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

G2  Emergency access procedure implemented 
technically
45 C.F.R. 164.312(a)(2)(ii)

Met and 
substantiated

Yes n/a Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

G3  Automatic logoff enforced by configuration
45 C.F.R. 164.312(a)(2)(iii)

Met and 
substantiated

Yes n/a Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

G4  Encryption of ePHI at rest, or documented 
compensating rationale
45 C.F.R. 164.312(a)(2)(iv)

Met and 
substantiated

Yes n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

G5  Audit control mechanisms recording and 
examining system activity
45 C.F.R. 164.312(b)

Met and 
substantiated

Yes n/a Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

G6  Mechanism to authenticate ePHI has not been 
improperly altered or destroyed
45 C.F.R. 164.312(c)(2)

Met and 
substantiated

Yes n/a Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

G7  Person-or-entity authentication (credential 
verification; multifactor is the accepted 2026 
standard for remote and privileged access)
45 C.F.R. 164.312(d)

Met and 
substantiated

Yes Yes Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

G8  Transmission integrity controls for ePHI in transit
45 C.F.R. 164.312(e)(2)(i)

Met and 
substantiated

Yes n/a Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

G9  Encryption of ePHI in transit, or documented 
compensating rationale
45 C.F.R. 164.312(e)(2)(ii)

Met and 
substantiated

Yes Yes Yes Yes Finding

B1-N1  Job descriptions define the security 
responsibilities of every role that touches ePHI
45 C.F.R. 164.308(a)(3)(ii)(A)

Met and 
substantiated

Yes n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.
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Check As filed Pol. Trn. Cfg. Evd. Review result

B2-N1  Documented criteria and procedures govern 
hiring and assigning tasks to roles with ePHI access
45 C.F.R. 164.308(a)(3)(ii)(B)

Met and 
substantiated

Yes n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

E1-N1  At least one backup copy is kept offline or 
immutable, and backup logs are reviewed
45 C.F.R. 164.308(a)(7)(ii)(A)

Met and 
substantiated

Yes n/a Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

E2-N1  The recovery strategy documents the order 
and the time targets for restoring systems and data
45 C.F.R. 164.308(a)(7)(ii)(B)

Met and 
substantiated

Yes n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

E4-N1  Contingency testing includes an actual 
restore of ePHI from backup, with the results 
recorded
45 C.F.R. 164.308(a)(7)(ii)(D)

Met and 
substantiated

Yes n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

E5-N1  Preventive measures are identified to reduce 
the likelihood and impact of disruptions
45 C.F.R. 164.308(a)(7)(ii)(E)

Met and 
substantiated

Yes n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

F5-N1  Workstations and devices, including mobile, 
IoT and medical devices, are inventoried and 
classified by permitted function
45 C.F.R. 164.310(b)

Met and 
substantiated

Yes n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

F5-N2  Expected performance and permitted uses 
are defined for each type of workstation and device
45 C.F.R. 164.310(b)

Met and 
substantiated

Yes n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

F5-N3  The physical surroundings of workstations 
are analyzed for unauthorized viewing and access
45 C.F.R. 164.310(b)

Met and 
substantiated

Yes Yes n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

F6-N1  Every method of physical access to 
workstations and devices is identified and its risk 
analyzed
45 C.F.R. 164.310(c)

Met and 
substantiated

Yes n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

F6-N2  Device encryption, screen locks, multi-factor 
sign-in and mobile device management are applied 
to workstations and devices
45 C.F.R. 164.310(c)

Met and 
substantiated

Yes n/a Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

F7-N1  Media are sanitized to NIST SP 800-88 
before disposal, with the method recorded
45 C.F.R. 164.310(d)(2)(i)

Met and 
substantiated

Yes Yes Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

F9-N1  A named custodian records the receipt and 
removal of hardware and media, including media 
that leave the facility
45 C.F.R. 164.310(d)(2)(iii)

Met and 
substantiated

Yes n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

G1-N1  Technical access control capabilities are 
identified for each ePHI system, including network 
segmentation
45 C.F.R. 164.312(a)(2)(i)

Met and 
substantiated

Yes n/a Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

G1-N2  Access control procedures are implemented 
in the selected hardware and software for each ePHI 
system
45 C.F.R. 164.312(a)(2)(i)

Met and 
substantiated

Yes n/a Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.
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Check As filed Pol. Trn. Cfg. Evd. Review result

G5-N1  The audit scope is set from the risk analysis, 
with defined record content: user, event, date and 
time
45 C.F.R. 164.312(b)

Met and 
substantiated

Yes n/a Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

G5-N2  Audit and activity review tools are selected 
and deployed
45 C.F.R. 164.312(b)

Met and 
substantiated

Yes n/a Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

G6-N1  Sources that could alter or destroy ePHI 
without authorization are identified
45 C.F.R. 164.312(c)(2)

Met and 
substantiated

Yes n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

G6-N2  Integrity mechanisms are monitored, with a 
response process when alteration is detected
45 C.F.R. 164.312(c)(2)

Met and 
substantiated

Yes n/a Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

G7-N1  Where authentication applies is documented 
for every system and application holding ePHI
45 C.F.R. 164.312(d)

Met and 
substantiated

Yes n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

G7-N2  Authentication options (something known, 
held, or biometric) are evaluated for each system
45 C.F.R. 164.312(d)

Met and 
substantiated

Yes n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

G7-N3  Multi-factor authentication is enforced for 
remote and privileged access
45 C.F.R. 164.312(d)

Met and 
substantiated

Yes Yes Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

G8-N1  Every path ePHI travels (email, file transfer, 
portals, apps) is inventoried with who could intercept 
it
45 C.F.R. 164.312(e)(2)(i)

Met and 
substantiated

Yes n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

G9-N1  Encryption in transit uses algorithms of 
sufficient strength, configured so they cannot silently 
downgrade
45 C.F.R. 164.312(e)(2)(ii)

Met and 
substantiated

Yes n/a Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

Step 12. Operate the program
45 C.F.R. 164.308(a)(1)(ii)(D), (a)(6); 164.400-414; 164.520-530  ·  49 of 49 met as filed

Check As filed Pol. Trn. Cfg. Evd. Review result

A5  Sanction policy applied at least once when 
warranted, or documented that no violation has 
occurred
45 C.F.R. 164.308(a)(1)(ii)(C)

Met and 
substantiated

Yes Yes n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

A6  Information system activity review (log and 
report review) performed on a defined cadence
45 C.F.R. 164.308(a)(1)(ii)(D)

Met and 
substantiated

Yes n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

D1  Written security incident response plan
45 C.F.R. 164.308(a)(6)(ii)

Met and 
substantiated

Yes Yes n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

D2  Incident log maintained with root cause and 
disposition for each entry
45 C.F.R. 164.308(a)(6)(ii)

Met and 
substantiated

Yes Yes n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.
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Check As filed Pol. Trn. Cfg. Evd. Review result

D3  Breach risk-assessment procedure applying the 
four-factor test
45 C.F.R. 164.402

Met and 
substantiated

Yes Yes n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

D4  Notification procedure meeting the 60-day 
business-associate-to-covered-entity standard
45 C.F.R. 164.410

Met and 
substantiated

Yes Yes n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

D5  Current, verified contact list for covered-entity 
breach notification
45 C.F.R. 164.410

Met and 
substantiated

Yes Yes n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

D6  Law-enforcement delay provision understood 
and documented
45 C.F.R. 164.412

Met and 
substantiated

Yes n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

I1  Minimum-necessary standard applied to routine 
PHI use and disclosure
45 C.F.R. 164.502(b)

Met and 
substantiated

Yes Yes n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

J2  All actions, activities, and assessments the rule 
requires to be documented, are in fact documented
45 C.F.R. 164.316(b)(1)

Met and 
substantiated

Yes n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

J3  Documentation retained six years from creation 
date or last-effective date, whichever is later
45 C.F.R. 164.316(b)(2)(i)

Met and 
substantiated

n/a n/a n/a n/a Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

A6-N1  Information system activity review names the 
reviewer, the frequency, and where the logs are 
kept, including any cloud service
45 C.F.R. 164.308(a)(1)(ii)(D)

Met and 
substantiated

Yes n/a Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

D1-N1  The incident response capability has 
documented goals and scope
45 C.F.R. 164.308(a)(6)(ii)

Met and 
substantiated

Yes n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

D1-N2  An incident response team, or the alternative 
structure the organization chose, is named with its 
roles
45 C.F.R. 164.308(a)(6)(ii)

Met and 
substantiated

Yes Yes n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

D1-N3  The incident response plan is tested by an 
exercise at least annually, with results recorded
45 C.F.R. 164.308(a)(6)(ii)

Met and 
substantiated

Yes Yes n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

D2-N1  Post-incident analysis feeds documented 
updates to the incident response plan
45 C.F.R. 164.308(a)(6)(ii)

Met and 
substantiated

Yes n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

A6  Information system activity review (log and 
report review) performed on a defined cadence
45 C.F.R. 164.308(a)(1)(ii)(D)

Met and 
substantiated

Yes n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

A6-N1  Information system activity review names the 
reviewer, the frequency, and where the logs are 
kept, including any cloud service
45 C.F.R. 164.308(a)(1)(ii)(D)

Met and 
substantiated

Yes n/a Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.
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B7  Malicious-software protection procedure and 
workforce guidance
45 C.F.R. 164.308(a)(5)(ii)(B)

Met and 
substantiated

Yes Yes Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

B8  Log-in monitoring and anomaly-reporting 
procedure
45 C.F.R. 164.308(a)(5)(ii)(C)

Met and 
substantiated

Yes Yes Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

B9  Password management procedure (creation, 
change, safeguarding)
45 C.F.R. 164.308(a)(5)(ii)(D)

Met and 
substantiated

Yes Yes Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

C1  Unique user ID assigned to every person 
accessing ePHI systems
45 C.F.R. 164.312(a)(2)(i)

Met and 
substantiated

Yes Yes Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

C2  Emergency access procedure documented and 
tested
45 C.F.R. 164.312(a)(2)(ii)

Met and 
substantiated

Yes n/a Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

C6  Periodic access review performed on active 
accounts, not only at onboarding
45 C.F.R. 164.308(a)(4)

Met and 
substantiated

Yes n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

C7  Automatic session logoff configured on 
workstations and applications
45 C.F.R. 164.312(a)(2)(iii)

Met and 
substantiated

Yes Yes Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

E1  Data backup plan
45 C.F.R. 164.308(a)(7)(ii)(A)

Met and 
substantiated

Yes n/a Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

E4  Contingency plans tested in the past 12 months 
with documented results
45 C.F.R. 164.308(a)(7)(ii)(D)

Met and 
substantiated

Yes n/a n/a Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

E1-N1  At least one backup copy is kept offline or 
immutable, and backup logs are reviewed
45 C.F.R. 164.308(a)(7)(ii)(A)

Met and 
substantiated

Yes n/a Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

F6  Physical workstation security controls in place 
(siting, screen privacy, locking)
45 C.F.R. 164.310(c)

Met and 
substantiated

Yes Yes Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

F8  Device and media re-use (sanitization) procedure
45 C.F.R. 164.310(d)(2)(ii)

Met and 
substantiated

Yes Yes Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

F9  Media movement accountability log
45 C.F.R. 164.310(d)(2)(iii)

Met and 
substantiated

Yes n/a Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

F10  Data backup and storage procedure prior to 
equipment relocation
45 C.F.R. 164.310(d)(2)(iv)

Met and 
substantiated

Yes n/a Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.
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F6-N2  Device encryption, screen locks, multi-factor 
sign-in and mobile device management are applied 
to workstations and devices
45 C.F.R. 164.310(c)

Met and 
substantiated

Yes n/a Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

F7-N1  Media are sanitized to NIST SP 800-88 
before disposal, with the method recorded
45 C.F.R. 164.310(d)(2)(i)

Met and 
substantiated

Yes Yes Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

G1  Unique user identification enforced at the 
system level
45 C.F.R. 164.312(a)(2)(i)

Met and 
substantiated

Yes Yes Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

G2  Emergency access procedure implemented 
technically
45 C.F.R. 164.312(a)(2)(ii)

Met and 
substantiated

Yes n/a Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

G3  Automatic logoff enforced by configuration
45 C.F.R. 164.312(a)(2)(iii)

Met and 
substantiated

Yes n/a Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

G5  Audit control mechanisms recording and 
examining system activity
45 C.F.R. 164.312(b)

Met and 
substantiated

Yes n/a Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

G6  Mechanism to authenticate ePHI has not been 
improperly altered or destroyed
45 C.F.R. 164.312(c)(2)

Met and 
substantiated

Yes n/a Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

G7  Person-or-entity authentication (credential 
verification; multifactor is the accepted 2026 
standard for remote and privileged access)
45 C.F.R. 164.312(d)

Met and 
substantiated

Yes Yes Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

G8  Transmission integrity controls for ePHI in transit
45 C.F.R. 164.312(e)(2)(i)

Met and 
substantiated

Yes n/a Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

G9  Encryption of ePHI in transit, or documented 
compensating rationale
45 C.F.R. 164.312(e)(2)(ii)

Met and 
substantiated

Yes Yes Yes Yes Verified
Examined the latest collected 
evidence; it was dated within 
its collection cadence and 
matched the control.

G1-N1  Technical access control capabilities are 
identified for each ePHI system, including network 
segmentation
45 C.F.R. 164.312(a)(2)(i)

Met and 
substantiated

Yes n/a Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

G1-N2  Access control procedures are implemented 
in the selected hardware and software for each ePHI 
system
45 C.F.R. 164.312(a)(2)(i)

Met and 
substantiated

Yes n/a Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

G5-N1  The audit scope is set from the risk analysis, 
with defined record content: user, event, date and 
time
45 C.F.R. 164.312(b)

Met and 
substantiated

Yes n/a Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

G5-N2  Audit and activity review tools are selected 
and deployed
45 C.F.R. 164.312(b)

Met and 
substantiated

Yes n/a Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.
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G6-N2  Integrity mechanisms are monitored, with a 
response process when alteration is detected
45 C.F.R. 164.312(c)(2)

Met and 
substantiated

Yes n/a Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

G7-N3  Multi-factor authentication is enforced for 
remote and privileged access
45 C.F.R. 164.312(d)

Met and 
substantiated

Yes Yes Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.

G9-N1  Encryption in transit uses algorithms of 
sufficient strength, configured so they cannot silently 
downgrade
45 C.F.R. 164.312(e)(2)(ii)

Met and 
substantiated

Yes n/a Yes Yes Verified
Inspected the filed record and 
its evidence; they support the 
check as filed.
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